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SUBSCRIPTION TERMS AND CONDITIONS

These Subscription Terms and Conditions (including all exhibits and attachments referenced herein, this “Agreement”) is made as of _______, September 25, 201_ 7 (the “Effective Date”) by and between BitSight Technologies, Inc. (“BitSight”), a Delaware corporation having a principal place of business at 125 CambridgePark Drive, Cambridge, MA 02140, and ___________, National Cyber Security Authority (NCSA), an authority whose task is national cybersecurity in as part of the Government of Israel (GOI) ___________ [corporation/limited liability company] having a principal place of operation in Israel and address atbusiness at ___________  Prime Ministers Office, Kaplan 3, Jerusalem, IL (“Customer”)  with respect to the service(s) (the “Service”).
[bookmark: _Toc464616507][bookmark: _Toc464620071][bookmark: _Toc466085660]
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CERT/BitSight Subscription Agreement (Rev. 0609/189/2017)
BACKGROUND
BitSight has developed proprietary methodologies and technology for assessing information security risk of organizations (the “BitSight Technology”).  Customer desires to subscribe to the Service and BitSight accepts such engagement by Customer subject to the terms and conditions described in this Agreement.  In consideration of the foregoing and the mutual covenants and conditions set forth below, and for other good and valuable consideration, the receipt and sufficiency of which is acknowledged, the Parties agree as follows.  BitSight and Customer are each referred to herein as a “Party” and together as the “Parties.”
SERVICE
Service. Customer will either access the Services through the BitSight Customer Portal or the BitSight application programming interface, both of which are part of the Service.
[bookmark: _Ref430876419][bookmark: _Ref430875958]Use of Service. Subject to the terms and conditions of this Agreement, BitSight hereby grants to Customer the nonexclusive and nontransferable right to access and use the Service as follows: (i) access and use the Service solely for its internal operations and for business governmental purposes; (ii) reproduce and store the information and data contained in the Service made available to and accessed by Customer (the “Data”) in one or more databases in its custody or control for analysis, manipulation, report preparation, or other lawful purposes, in each case for the purposes described in the immediately foregoing clause, (iii) provide and distribute to Users internally in the ordinary course of Customer’s business activities, reports, presentations and other materials that incorporate, use or display the Data of rated organizations or derivations therefrom, (iv) share any Data regarding and limited to the Customer with any third party, including publicly, (v) with respect to the Sovereign Ratings Product, if applicable, share any Data regarding and limited to Israel with any other Israeli governmental agency (subject to such governmental agency agreeing to comply with the terms of this Agreement, including Section 1 and 6), and (vi) share the Data regarding and limited to a rated organization with such organization for the purpose of the NCSA activitiesinitiating or maintaining a business relationship via functionality provided in the Service.  “Users” means individuals who are authorized by Customer to use the Service as permitted hereby and who have been supplied user identifications and passwords by Customer’s administrative user.  Users may be Customer’s employees, legal counsel, accountants, contractors or consultants as long as the Service is being used for the sole benefit of the Customer and that such Users are subject to confidentiality obligations no less restrictive than those set forth herein.  Customer agrees that it is responsible for ensuring compliance with this Agreement, including Sections 1.2, 1.3 and 6 hereof, by any individuals or other users who it grants access to the Services. This clause will not apply to raw data which applies to a rated organization which was not acquired through other means by NCSA. Bitsight warrants that it secures the use of the service using best of breed standards and technologies in order to protect customer data and activity.
[bookmark: _Ref430514475][bookmark: _Ref430876421]Restrictions.  The Service (including the Data) and its structure, organization, selection and arrangement of Data, and source code constitute valuable trade secrets of BitSight and its licensors and suppliers. Notwithstanding anything in this Agreement to the contrary, Customer will not, and will not permit any third party or any Users to (i) except as expressly permitted by this Agreement, including Section 1.2, provide or make the Service or Data available to any third party, either for free or for consideration; (ii) remove or alter any copyright, trademark or other notices included in the Service; (iii) use the Service except as expressly permitted in this Agreement; (iv) use the Service to publish or disclose any competitive benchmarking tests or analysis; (v) use the Service or Data in a manner that would violate applicable law, including using it to intentionally disparage, malign or impugn any third party; (vi) use the Service or Data to initiate any litigation or arbitration against any third party; (vii) interfere with or disrupt the security, integrity or performance of the Service or Data; (viii) attempt to gain unauthorized access to the Service or its related systems or networks; (ix) access or use the Service in order to build a competitive product or service; (it is hereby agreed that the NCSA's mission is not considered a "competetitve product or service")(x) attempt to reverse engineer or decompile the Service or (xi) use the Service or the Data in or to support any legal proceeding, arbitration or governmental investigation or proceeding.
FEES AND PAYMENT 
Fees. Unless the Customer is using the Services in connection with an “enable access” trial or other free trial or Customer has purchased the Services via an authorized partner or other reseller, Customer will pay the fees (the “Fees”) set forth in a quotation or an order form provided by BitSight (the “Order”).  Except as otherwise specified herein or in an Order, payment obligations are non-cancelable and fees paid are non-refundable. Notwithstanding the foregoing, the following additional terms shall be provided under Q2011050505404-V4 (the “Initial Order”). Customer may make additional purchases of BT-8002-2 and BT-8900-2 during the Initial Order subscription period at the same price as provided under the Initial Order. All future purchases during a subscription term shall be pro-rated to the end of the current subscription period. Additionally, with respect to the continuous monitoring subscriptions purchased hereunder, Customer may, on an annual basis, at no additional charge, change to ten (10%) percent of the covered ("vendor portfolio") organizations in its portfolio so long as it maintains at least one hundred (100) organizations within its portfolio.
Taxes. Customer will be responsible for all sales, use and other similar taxes resulting from Customer’s purchase or use of the Service, other than taxes based on BitSight’s income or revenues. Customer will not withhold any taxes from any amounts due to BitSight.
Payment Terms.  Customer will pay in full the amounts set forth in any Order within 30 days of invoice receipt.  Unless otherwise agreed to in writing by BitSight (including in an Order), (i) all payments hereunder will be made by bank wire transfer in accordance with instructions as may be provided by BitSight from time to time or by check drawn on a U.S. bank, and (ii) all payments hereunder will be free from all setoffs and made in U.S. dollars.	Comment by Amit Ashkenazi: I understand that this is still discussed
[bookmark: _Toc468009011][bookmark: _Toc468010732][bookmark: _Toc468011476][bookmark: _Toc468012025]REPRESENTATIONS AND WARRANTIES
Representations, Warranties, and Covenants. Each Party hereby represents, warrants and covenants to the other that: (a) it has and will have full right, power and authority to enter into and perform this Agreement and all of the transactions contemplated by this Agreement; and (b) no consent, approval, permit or order of any governmental authority or other entity is required in connection with the execution, delivery and performance of this Agreement by such Party.  Customer further represents, warrants and covenants that (x) all account and other information supplied by Customer is and will be accurate in all material respects and if there is any material change in such information during the Term, Customer will advise BitSight of such change in writing, and (y) Customer will comply with all applicable laws in accessing and using the Services. BitSight further represents, warrants and covenants that (i) it complies with and will continue to comply with all applicable laws in its collection of raw data from covered organizations, and (ii) it will utilize the highest standards in its industry in the collection, processing and provision of the Service to Customer.
Disclaimer of Warranties. Customer acknowledges and agrees that the Service comprises or is based upon information gathered from third-party sources, and while such information is believed to be reliable, such third-party information may not have been independently authenticated, tested, or verified in whole or in part. EXCEPT AS EXPRESSLY SET FORTH IN SECTION 3.1, BITSIGHT HEREBY DISCLAIMS ANY AND ALL EXPRESS AND IMPLIED WARRANTIES OF ANY KIND, INCLUDING BUT NOT LIMITED TO WARRANTIES OF MERCHANTABILITY, TITLE, FITNESS FOR A PARTICULAR PURPOSE, ACCURACY, TIMELINESS, COMPLETENESS, RELIABILITY, ERROR FREE OPERATION, NON-INTRUSION DUE TO HACKING OR OTHER SIMILAR MEANS OF UNAUTHORIZED ACCESS AND NON-INFRINGEMENT. THE SERVICE AND THE DATA ARE PROVIDED ON AN “AS IS” BASIS ONLY, WITHOUT ANY WARRANTIES WHATSOEVER. CUSTOMER ASSUMES ALL RISK OF DAMAGE OR LOSS FROM RELYING UPON OR USING THE SERVICE, THE DATA, AND ANY RESULTANT DATA.	Comment by Amit Ashkenazi: What is the possible damage and why should we be responsible for it? 


[bookmark: _Toc468012027]LIMITATION OF LIABILITY
UNLESS PROHIBITED BY LAW, IN NO EVENT WILL EITHER PARTY OR ITS SUPPLIERS, PARTNERS, RESELLERS, OFFICERS, DIRECTORS, EMPLOYEES, AGENTS, SHAREHOLDERS OR CONTRACTORS (“RELATED PARTIES”) BE LIABLE TO THE OTHER UNDER THIS AGREEMENT FOR CONSEQUENTIAL, INCIDENTAL, SPECIAL, PUNITIVE OR EXEMPLARY DAMAGES (INCLUDING BUT NOT LIMITED TO LOST REVENUES, PROFITS OR DATA OR OTHER ECONOMIC LOSS) ARISING FROM ANY CAUSE OF ACTION OR LEGAL THEORY, INCLUDING BUT NOT LIMITED TO BREACH OF WARRANTY, BREACH OF CONTRACT, TORT, STRICT LIABILITY, FAILURE OF ESSENTIAL PURPOSE OR ANY OTHER ECONOMIC LOSSES, EVEN IF THE PARTY OR A RELATED PARTY HAS BEEN ADVISED, KNEW, OR SHOULD HAVE KNOWN OF THE POSSIBILITY OF SUCH DAMAGES.	Comment by Amit Ashkenazi: Checked with out Ministry of Justice colleauges
THE MAXIMUM LIABILITY OF EITHER PARTY UNDER THIS AGREEMENT, TAKEN AS A WHOLE, FOR ANY AND ALL CLAIMS IN CONNECTION WITH THIS AGREEMENT, INCLUDING BUT NOT LIMITED TO CLAIMS FOR INDEMNIFICATION, BREACH OF WARRANTY, BREACH OF CONTRACT, TORT, STRICT LIABILITY, FAILURE OF ESSENTIAL PURPOSE OR OTHERWISE, WILL IN NO CIRCUMSTANCE EXCEED THE FEES PAID OR OWED TO BITSIGHT IN THE PAST TWELVE (12) MONTHS UNDER THIS AGREEMENT.
NOTWITHSTANDING THE FOREGOING, SECTIONS 4.1 AND 4.2 WILL NOT APPLY WITH RESPECT TO ANY CLAIMS BASED ON BREACHES OF A PARTY’S OBLIGATIONS UNDER SECTION 1.2 (USE OF SERVICE), SECTION 1.3 (RESTRICTIONS) OR SECTION 6 (CONFIDENTIALITY).  
[bookmark: _Ref430876332]TERM AND TERMINATION
Term. This Agreement commences on the Effective Date and, except for a free trial, it will continue until all subscriptions hereunder have expired or have been terminated and access to the Service has been terminated (such period, the “Term”).  The term of any free trial will end when BitSight terminates access to the Service.
Term of Purchased Subscriptions. The term of each subscription shall be as specified in the applicable Order. Except as otherwise specified in an Order, subscriptions will automatically renew for additional periods equal to the expiring subscription term or one year (whichever is longer) at current list prices, unless either Party gives the other notice of non-renewal at least 30 days before the end of the relevant subscription term.
Termination for Cause. Either Party may immediately terminate this Agreement and any active Orders if the other Party: (a) fails to cure a material breach of this Agreement within 30 calendar days after its receipt of written notice regarding such breach; (b) becomes insolvent or commits an affirmative act of insolvency; (c) makes an assignment for the benefit of creditors or takes similar action; (d) files a voluntary bankruptcy or similar petition; (e) acquiesces to any involuntary bankruptcy or similar petition and such involuntary petition is not dismissed within 90 days; or (f) is adjudicated bankrupt or to similar effect. If Customer terminates this Agreement for cause only, BitSight will provide Customer with a pro rata refund of the pre-paid Fees, as of the effective date of termination.  Customer acknowledges that a breach by it of Sections 1.3, 3 or 6 shall be deemed a material breach that is incapable of cure and that, notwithstanding anything set forth herein to the contrary, BitSight may immediately terminate this Agreement (and any Orders) for cause in such event with no cure period (and no refund).	Comment by Amit Ashkenazi: Under discussion
 Survival. All provisions of this Agreement that reasonably may be interpreted or construed as surviving termination of this Agreement will survive the termination of this Agreement, including but not limited to the obligation to pay any accrued but unpaid fees and Sections 3, 4, 5.4, 6 and 7. In addition, after the Term, Customer may retain and store any reports that include the Data subsequent to the expiration or termination of this Agreement, in any medium including, but not limited to, electronic storage, for use by Customer only as permitted in Section 1.2 and 1.3.
CONFIDENTIALITY 
Confidential Information.  As used in this Agreement, “Confidential Information” means all information of either Party that is not generally known to the public, whether of a technical, business or other nature (including, without limitation, trade secrets, know-how and information relating to the technology, strategic partners, customers, business plans, promotional and marketing activities, finances and other business affairs or governmental activities  of such Party), that is disclosed by one Party to the other Party or that is otherwise learned by the receiving Party in the course of its discussions or business dealings with, or its physical or electronic access to the premises of or services of, the disclosing Party, and that has been identified as being proprietary and/or confidential or that the receiving Party by the nature of the circumstances surrounding the disclosure or receipt ought to know should be treated as proprietary and confidential. For the avoidance of doubt, (a) Confidential Information of Customer includes, without limitation, the list of organizations that Customer is monitoring and the User information included in the administrative portal, and (b) Confidential Information of BitSight includes the Service and the Data, and the terms, conditions and pricing of this Agreement. Unless the data was otherwise acquired by the customer. Each Party will use reasonable care to hold the other Party’s Confidential Information in confidence and not disclose such Confidential Information to anyone other than to its employees, legal counsel, accountants, contractors or consultants as long as that need to know the information and who are subject to confidentiality obligations no less restrictive than those set forth herein.   A Party that receives the other Party's Confidential Information will not use such information for any purpose other than as reasonably required to perform pursuant to this Agreement.
Bitsight protects customer activity mentioned in this section, as described in section 7.12 and exhibit B.
Other Customers. Customer acknowledges that BitSight may, directly or indirectly, provide services to or be associated with persons, corporations, partnerships or other entities that may compete with Customer. Customer will not object to or claim that such relationships alone constitute a breach of this Agreement, provided that BitSight will continue to observe its confidentiality obligations to Customer hereunder.
Exceptions. The obligations of either Party pursuant to this Section 6 will not extend to any information that recipient can demonstrate through written documentation was already known to the recipient prior to its disclosure to the recipient, was or becomes known or generally available to the public (other than by act of the recipient), is disclosed or made available in writing to the recipient without an obligation of confidentiality by a third party having a bona fide right to do so, is independently developed by recipient without the use of any of the other Party’s Confidential Information, is intended to be made available to third parties (such as annotations marked “public” by Customer that explain aspects of its rating, or information provided by Customer to correct or update its rated IP addresses or domains), or is required to be disclosed to a regulator or by compulsory process of law, provided that the recipient will notify the disclosing Party promptly upon any request or demand for such disclosure and shall cooperate with the other Party to preclude or minimize any such disclosure unless prohibited to do so by law. and indemnify the other party for any costs incurred by it as a result of such disclosure, including time incurred by such Party’s personnel at customary rates. 
Injunctive Relief. The Parties acknowledge that any breach of this Section 6 may cause immediate and irreparable injury to the non-breaching Party and that monetary damages may be inadequate to compensate the non-breaching Party for such breach. Having acknowledged the foregoing, the Parties agree that, in the event of such breach, the non-breaching Party will be entitled to seek injunctive relief, without the need to post bond, in addition to all other remedies available to it at law or in equity. This Section in no way limits the liability or damages that may be assessed against the breaching Party in the event of a breach of any of the provisions of this Section 6.
MISCELLANEOUS
Notices. Any notice or other communication under this Agreement given by any Party to any other Party will be in English, in writing and will be deemed properly given when sent to the intended recipient by certified letter, receipted commercial courier or electronically receipted facsimile or e-mail transmission to the respective addresses set forth in the Order with a copy, in the case of BitSight, sent to contracts@bitsighttech.com.  Either Party may from time to time change such address by giving the other Party notice of such change in accordance with this Section.
BitSight’s Ownership Rights.  Except for the rights granted hereunder, all rights, title and interests, including, but not limited to, all worldwide patent, copyright, trademark, trade secret and any other rights in and to the Service, the Data, the BitSight Technology, and BitSight’s Confidential Information are retained by BitSight and its licensors, except where such rights do not apply such as section  6.3. Customer agrees that it will not do, or cause to be done, any acts or things contesting or in any way impairing or tending to impair any portion of the right, title and interest of BitSight or its licensors in and to such intellectual property rights.
Publicity.  Customer agrees that BitSight may include its name and logo on its website and in customer lists and presentations that may be published as part of BitSight’s marketing and promotional efforts.  BitSight will remove Customer’s name and/or logo from its website and marketing materials upon request at any time to contracts@bitsighttech.com.
Feedback. Customer may from time to time provide suggestions, comments (including for enhancements, functionality or clarification) or other feedback (“Customer Feedback”) to BitSight. The Parties agree that such Customer Feedback will be given voluntarily, and Customer acknowledges and agrees that BitSight will own all right, title and interest in and to the Customer Feedback, all developments based upon such Customer Feedback and all intellectual property rights in and to the foregoing. Customer hereby assigns and does agree to assign to BitSight all right, title and interest it may have in and to the Customer Feedback and will cooperate with BitSight as reasonably necessary in order to give full effect to such assignment. 	Comment by Amit Ashkenazi: This needs another review. The commercial position in a usual relationship is clear, but in the context of the NCSA, you may find some very useful and unique feedback from us. Can we rethink this?
Applicable Law. This Agreement will be governed by and construed in accordance with the laws of the Commonwealth of MassachusettsEngland and Wales, excluding (a) its conflicts of laws principles; and (b) the United Nations Convention on Contracts for the International Sale of Goods. Any disputes arising from or relating to this Agreement will be resolved in the state or federal courts sitting in the Commonwealth of MassachusettsLondon, England.
Assignment. Neither Party may assign any of its rights or delegate any of its obligations under this Agreement without the prior written consent of the other Party (which consent will not be unreasonably withheld), except that BitSight may, without the written consent of Customer assign its rights or delegate its duties under this Agreement to the surviving entity in a merger or consolidation or to a purchaser of all or substantially all the assets of its business. Any assignment or delegation in contravention of this provision will be null and void. All the terms and provisions of this Agreement will be binding upon and inure to the benefit of and be enforceable by the Parties and their respective successors and permitted assigns. Customer shall have the right to terminate this Agreement without refund upon BitSight’s assignment. 
Non‑Waiver. The failure by either Party hereto at any time to require performance by the other Party or to claim a breach of any provision of this Agreement will not be construed as affecting any subsequent right to require the performance or to claim a breach with respect thereto.
Relationship of the Parties. BitSight is an independent contractor. The provisions of this Agreement will not be construed to establish any form of partnership, agency or other joint venture of any kind between Customer and BitSight, nor to constitute either Party as the agent, employee or legal representative of the other. 
Force Majeure. If the performance by a Party of any of its obligations under this Agreement (other than payment obligations) will be interfered with by reason of any circumstances beyond the reasonable control of that Party, including without limitation, fire, explosion, acts of God, war, revolution, terrorism, civil commotion, unavailability of supplies, or sources of energy or telecommunications, power failure, breakdown of machinery, labor strikes, slowdowns, picketing or boycotts, or governmental/administrative restrictions on the importation or exportation of products, then that Party will be excused from such performance while such circumstances exist and such additional period as may be reasonably necessary to allow that Party to resume its performance, If such performance is hindered for more than 72 hours bitsight will refund relevant fees calculated based on the annual subscription rate..
Technical Documentation. BitSight shall provide the Service in accordance with its standard Documentation. “Documentation” shall mean any published information regarding the Services that BitSight makes generally available to its customers, excluding sales and marketing materials. Documentation includes, but is not limited to, the technical details within Exhibit A as attached hereto. Bitsight will not change any material elements of the service mentioned in exhibit A without a prior 30 day notice to customer. In the case of such material change, customer will be entitled to terminate the service and be refunded for fees to the remaining service period. 
Data Protection. BitSight is currently a participant in the Privacy Shield Framework and listed on the Privacy Shield List (see https://www.privacyshield.gov/list).  In the event that BitSight ceases to be a participant in the Privacy Shield Framework, upon request by Customer, upon request, it will enter into BitSight's standard form of data processing agreement with Customer, which contain processing clauses consistent with Directive 95/46 and Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data (the "GDPR"), when it comes into effect.
 BitSight Security Information. BitSight shall implement and adhere to the security provisions as stipulated within Exhibit B as attached hereto.
Service Levels. BitSight shall provide Customer with up-time Service of at least ninety-eight point five (98.5%) percent (“Service Level”) on a quarterly basis, which shall include additional details regarding up-time and response times as stipulated in Exhibit C as attached hereto.
Severability; Cumulative Remedies. Any provision of this Agreement that is unenforceable will not cause any other remaining provision to be ineffective or invalid. Except as expressly set forth herein, the rights and remedies of the Parties will not be exclusive and are in addition to any other rights or remedies of the Parties existing in law or in equity.
Modification of Agreement. Except as set forth herein, no addition to or modification of this Agreement will be binding on either of the Parties hereto unless reduced to writing and executed by an authorized representatives of each of the Parties. 
[bookmark: _GoBack]Entire Agreement. This Agreement comprises all the terms, conditions and agreements of the Parties hereto with respect to the subject matter hereof and supersedes all previous negotiations, proposals, or agreements of any nature whatsoever between the Parties concerning the subject matter hereof. Any terms and conditions that may be contained in any acknowledgement, purchase order or other form Customer provides are specifically null and void.
Expenses. In the event a dispute between the Parties hereunder with respect to this Agreement must be resolved by litigation or other proceedings or a Party must engage an attorney to enforce its rights hereunder, the prevailing Party will be entitled to receive reimbursement for all associated reasonable costs and expenses (including, without limitation, attorneys’ fees) from the other Party, including without limitation on appeal and in insolvency and any other legal proceeding.
Counterparts. This Agreement may be executed in multiple facsimile or original counterparts, each of which will be deemed an original and all of which taken together will constitute one and the same instrument.

[Remainder of Page Intentionally Left Blank]


IN WITNESS WHEREOF, the Parties, each acting under due and proper authority, have executed this Agreement under seal as of the Effective Date.

	BITSIGHT TECHNOLOGIES, INC.
	INSERT CUSTOMER NAME HERENATIONAL CYBER SECURITY AUTHORITY

	By: __________________________
	By: __________________________

	______________________________
Name and Title
	______________________________
Name and Title 

	
	





EXHIBIT A

Description of Hosted System[footnoteRef:1]: [1:  This document describes the BitSight Security Ratings platform as it is implemented today. BitSight reserves the right to modify the platform, its functionality and feature set, as it sees fit.] 


BitSight Security Ratings platform is a SaaS (Software as a Service) offering that gives customers insights into the information security posture of companies using an outside in approach. Ratings are generated from data that includes evidence of system compromises, such as botnets and other malware, security diligence practices, such as SSL configurations and open ports, and evidence of file sharing activities on a company's network. Users can log into the platform using a browser either with credentials provided by BitSight or using the SSO capabilities of their organizations. Ratings and associated data are updated every day and customers can choose to receive alerts about changes in their BitSight portfolio. Customers have the ability to export data in CSV format as well as via an API. The BitSight platform is currently hosted on Amazon Web Services. 
BitSight Security Ratings

A BitSight Security Rating is a number between 250 to 900 which describes an organization's internet security posture and serves as a measure of their risk. Each organization's rating falls into one of three categories: Basic, Intermediate, or Advanced.

Organizations with high ratings historically have strong security postures and provide the lowest risk. The average rating is a 700.

BitSight Security Ratings transform how companies manage security risk by using a data-driven, outside-in approach to rate an organization's security effectiveness. BitSight's automated service provides daily ratings based on evidence of observed security outcomes.

Our sophisticated analytics and alerting capabilities provide risk managers the insight they need to proactively identify, quantify, and mitigate the risk of being exposed to a breach, unlike the manual and subjective assessments used to manage risk today.

	Basic
	Intermediate
	Advanced

	250 - 630
	640 - 730
	740 - 900

	Bottom 20% of companies
	Middle 40% of companies
	Top 40% of companies


How are BitSight Ratings calculated?

Ratings are generated daily and are calculated using a proprietary algorithm that evaluates an organization's security effectiveness by looking at compromised systems, diligence information, user behavior, and publicly reported data breaches. 

Risk vectors are weighted such that Compromised Systems typically count for 60% of an organization's rating and Diligence data makes up 30%. The remaining 10% is attributed to User Behavior.

Our algorithm accounts for the following elements:

· Number and Type(s) of Compromised Systems: Data is classified into risk vector types and factored into an organization's Security Rating accordingly.
· Event Duration: Calculates the time between when the compromised system was first observed and when it was last seen.
· Diligence Configurations: Shows steps an organization has taken to prevent attacks. Similar to Compromised Systems, data is classified into risk vector types and factored into an organization's Security Rating accordingly.

Compromised Systems

Compromised Systems are devices within an organization's network that are infected with a certain type of malware. Each separate instance of malware communications, even if it is from the same machine, constitutes a single observation. We identify and classify compromised systems into risk types; for example, communications with command and control servers (botnets) or email attacks (spam propagation). 

Compromised systems account for 60% of an organization's rating. Within this category, botnet and malware server events are weighted the most, with spam propagation, unsolicited communication, and potentially exploited events accounting for a smaller portion of the rating.

Diligence

Diligence information is externally observable data about how servers and records in an organization are configured; from this information we can determine whether an organization's security practices are on par with industry best practices. We evaluate technologies adopted industry wide, such as Sender Policy Framework (SPF) records, as well as evaluating internal practices from externally visible data, such as failing to keep operating systems and software security libraries up-to-date (which we measure as Patching Cadence).

Note: DNSSEC does not currently affect Security Ratings.

User Behavior

User Behavior focuses on employee activities that may introduce risks into an organization's networks, such as sharing files over BitTorrent, and whether employees are re-using corporate login credentials at websites outside of the corporate network (Disclosed Credentials.)

Letter Grades

A letter grade from “A” through “F” is reported for each risk type in the Compromised Systems, Diligence, and User Behavior risk vectors. A letter grade of “N/A” is report for Informational Risk vectors as that category is not included in an organization’s overall BitSight Security Rating. Letter grades not only provide a quick way to understand how a company is performing in each risk type, but also a meaningful way to compare risk type performance of one company to another. 

Letter grades are a direct correlation to how a company is performing relative to all companies in BitSight’s inventory. Below is a table that outlines how each grade correlates to relative performance.

	Grade
	Correlation

	A
	In the top 10% of companies

	B
	In the top 20% of companies

	C
	In  the top 50% of companies

	D
	In the bottom 40% of companies

	F
	In the bottom 20% of companies



Data Breaches

Data breaches only impact a company's rating if they occur. Unlike the other risk vectors, the absence of data breaches will not positively affect a company's rating, but their presence will have a negative impact. We assign a severity based upon the number and type of records that were lost for each data breach.

	Severity
	Records Lost

	0
	3rd party breach or breach where no records were lost

	1
	0-10,000 records

	2
	10,000 - 1,000,000

	3
	1,000,000+


Frequently Asked Questions
How does BitSight account for company size?
Large companies will typically have more compromised systems and diligence records than smaller companies. In order to ensure ratings are calculated in a way that doesn't unfairly penalize large companies, BitSight normalizes ratings based on the size of an organization. We compare organizations using employee count to indicate size.
How often do the ratings change?
Ratings are updated daily.

Where does the underlying data come from?
BitSight collects externally observable data on compromised systems, diligence issues, and user behavior from many different sources. BitSight does not perform penetration tests on any organization's network.
Does BitSight display all records for a given company?
Events are shown for the past year. For companies with over a thousand events in the past year, the list may be truncated to show a representative sample of events. All observed events are used to calculate a company’s rating, even when only a representative sample are displayed in the table in the platform. A complete list of events can be obtained through the BitSight API.
What do sharp changes in a rating mean?
Sudden drops in ratings can occur due to publicly disclosed data breaches, an increase in compromised systems, or poorly configured diligence records. Increases in ratings are due to either many events being resolved at the same time or updates to diligence records. Any decreases of 20 points or greater are highlighted on an organization's Overview page, next to its historical trend graph.
When is a Security Rating impacted?
Compromised systems impact a company’s rating 24 - 48 hours after they were first observed and continue to impact the rating every subsequent day until they are resolved. 

Diligence factors impact your rating as soon as we observe them. Unlike a compromised system, a bad diligence record will only impact a rating once, regardless of how long it takes the organization to remediate it.

Data breaches affect your rating on the day that they were publicly disclosed. For compromised systems that were announced through press releases or news sources, this is the date of publication. For data breaches discovered through freedom of information requests, this is the date the brief was filed with the state’s attorney general’s office.
When does a Security Rating improve?
SPF and DKIM: The grades improve as soon as BitSight detects a new record.

TLS/SSL Certificates, TLS/SSL Configurations, and Web Application Headers: For new records, the impact is immediate; for updated records, half of the impact is immediate, half is recognized after 60 days.

Open ports: Updates to open ports are immediate; closed ports are recognized after 60 days.

Patching Cadence: Grades improve over time as records decay linearly over 300 days.
For example, if a rating was 700, and a few TLS/SSL certificates expire, taking the rating down to 650, this rating will return to 700 when the certificates are renewed.

Compromised Systems grades will go up slowly over time as events "age out" of the 30-day, 90-day, 400-day and multi-day category windows, assuming no new compromised systems occur.

Decay
Data breaches have a 120-day half-life. After 18 months, the remaining impact of a breach will be 3.5 points for severe breaches and less than 2 points for moderate breaches.
Normalization
A large company’s surface of attack is greater than that of a small company. Larger organizations typically have more domains, more machines, and a greater network presence. As a result, we often see more events at larger companies and fewer events at smaller companies. To account for this difference, we normalize Security Ratings by company size, measuring by employee count. This method ensures that the security rating of a large company is comparable to that of a small company or vice versa. 
What is in a Security Ratings Report PDF?
Security Ratings reports are available for your company, as well as companies in your portfolio, and include:

· A cover page with introduction to BitSight Security Ratings,
· A detailed overview of the company's Security Rating history and overall performance,
· Comparisons to industry averages,
· An in-depth analysis of the company’s observed events,
· Evaluation of current security standards on its servers (diligence),
· User behavior details, and,
· Frequently asked questions.

To download a Security Risk Rating Report, either go to your My Company page, or the Overview page for a company in your portfolio, and choose “Download a Security Ratings Report.”
Report Options:
· Include portfolio comparison: Included by default. This option provides grade summaries as show in a company’s Overview page.
· Include Event Details: This will add event statistics graphs, event distribution graphs, and a table of either all events in a company’s history, or the amount of most recent events specified.
· Include Diligence Details: This will add diligence statistics, including grade distribution charts, and a complete glossary of the company’s diligence details, for either all diligence records in a company’s history, or for the amount specified.
· Include User Behavior Details: This will add file sharing statistics charts for the range of user behavior events specified, and does not include a table of file sharing events.
If your report requires a few extra moments to generate, due to large amounts of data, you will be notified by email when the report is ready.
Cover Page
Each report includes a cover page with background information on BitSight Technologies, what a Security Ratings report is, and who to contact for additional questions, in order to provide context for the report’s recipients.
Frequently Asked Questions
The last page of the report contains some frequently asked questions that readers may find helpful. If you have any questions or feedback about the report itself, please send us an email.
What is the Vendor/Client Access Trial Program?

BitSight provides a free, temporary access trial program, in which BitSight customers can invite their vendors, or any companies they are monitoring, to use the Security Ratings platform to view their own Security Rating and supporting data.

BitSight stands by our strong information disclosure policy, where our customers can only see the IP addresses and records for their own organization.  Because our customers cannot see the IP addresses and forensics-level information for the companies they monitor, this program allows those companies to access all of this detailed information. 

What features will invitees have once they sign up?

Invited contacts who take advantage of the offer have access to all the features of the BitSight platform for their own company as well as their User Behavior and Event Forensics.

Invited contacts will also have full access to the BitSight support team.

How do I get a company on board?

Find the company you would like to enroll in the trial program, and use the Request Vendor Access button on their company page to complete the request form.

We will need the following information, which is input directly by the requester:

· First name and last name
· Email address
· Telephone number

Alternately, you may use the “Ask Us” button on the right side of the platform to file a support ticket with this information, along with the request from the requester.

When does the trial period begin?

We count 14 calendar days from the first day that we directly get the vendor on our platform.
Sovereign Security Ratings
The SSR product enables CERTs and NSOs to automatically collect and analyze intelligent and actionable insights from a nation's cyber security threats, as well as monitor the cybersecurity of critical organizations, nations, and national industries.
Through the collection and analysis of threat intelligence (machine compromises, infection detection, security diligence, data breaches, user behavior) the SSR product generates forensic data for initiating remediation with the appropriate parties.



Features of SSR:
· Quick and efficient reporting to key stakeholders on cyber threats
· API access allows integration of SSR data with threat intel platforms and processes
· Study the forensics of a particular IP address in a nation, including historical data
· Automate information sharing with government officials
Using Sovereign Security Ratings
We have a number of features to help organize and monitor groups of companies and countries, such as company folders and an alerts system to make the risk monitoring process seamless.
For the purposes of documentation, the country which appears in your dashboard page will be referred to as "Your country."
Dashboard
The country ratings view provides a high-level overview of a country's Security Rating along with other countries that your organization requested during account setup. Use the country ratings view to benchmark several countries at once.

The industry ratings view presents Security Ratings for industries in your country. BitSight takes inventory of which companies are in your country, sorts them by industry classification, and generates industry ratings. Use the industry ratings view to benchmark industries and to find industries in need of overall cyber security improvement.

The company ratings view presents companies of interest that your organization has added to its portfolio. Use the company ratings view to follow the general progress of those companies and to benchmark them against each other.

Forensics
The Forensics page serves as a launching point to investigate security issues within your country using key performance indicators. Use top infections, top vulnerabilities, and top open ports to dig into your country's infrastructure and find industries, and more precisely, organizations that need improvement.

For example, clicking Logjam from the vulnerabilities view will bring up all IP addresses linked to the presence of Logjam. From there, individual records contain precise observation information and remediation instructions, so that security teams can respond to incidents.




EXHIBIT B

Security Information:
The following Information Security provisions shall be followed by BitSight as provided for herein:
Programs and Policies
Security Program.  BitSight shall have a security program that addresses the management of security and the security controls employed by the organization.
Human Resources
Acknowledgements.  BitSight shall ensure that all employees, agents, and contractors (collectively “Workers”) acknowledge their information security and privacy responsibilities under BitSight’s policies and the requirements herein.
Worker Controls.  For Workers who will create, process, receive, access, transmit or store (“Handle” or “Handling”) Customer’s Confidential Information, BitSight shall:
Have appropriate pre-employment background checks and screening.
Conduct security and privacy training.
Have disciplinary processes for violations of information security or privacy requirements.
Upon termination or applicable role change, promptly remove Worker’s access to and require return of Customer’s Confidential Information.
Information Security Incident Management
Incident Management Program.  BitSight shall have an information security incident management program (the “Program”) that addresses management of information security incidents and system weaknesses.  Incidents include, without limitation:  (a) any loss, theft, misuse of or unauthorized access, disclosure or destruction of any Customer’s Confidential Information; and (b) any violations or potential violations of federal or state law (the “Incident”).
Incident Reporting.  BitSight shall immediately notify Customer if there is an actual or potential Incident involving Customer’s Confidential Information.  Notice should be provided to the designated Customer contact and by sending an email to itsupport@BitSighttech.com.  If unable to provide notice in this manner, notice should be provided by calling 1-617-245-0469.
Response.  BitSight agrees to partner with Customer to respond to the Incident.  Response may include: identifying key partners, investigating Incident, providing regular updates, determining notice obligations and identifying and executing remediation plans.  Except as required by law, BitSight shall not notify affected parties, regulators or other third parties without prior consultation with Customer.
Service at Customer’s Direction.  In the event of an Incident and upon Customer’s request, BitSight shall cease, suspend, alter or modify, as reasonably necessary, the services it is performing.
Audits and Monitoring
Reviews and Assessments.  Customer or its designated representative shall have the right to monitor, review and assess BitSight’s security and privacy practices related to BitSight’s Handling of Customer’s Confidential Information (“Customer Assessment”).  If BitSight Handles Confidential Information in connection with a Customer branded financial product or service owned or issued by a third party bank, then the third party bank shall also have such rights as part of the Customer Assessment.
As part of the Customer Assessment, Customer may require BitSight to complete an information security and privacy questionnaire prior to performing services and update its answers periodically.  At no cost to Customer, BitSight shall provide reasonable assistance in connection with any Customer Assessment including, without limitation, by providing full access to reasonably required information and facilities. 
BitSight agrees that any remediation items reasonably identified as a result of the Customer Assessment must be resolved as soon as possible on a timetable commensurate with the risk.
Miscellaneous
Legal Requirements & Industry Standards.  BitSight agrees to comply with applicable laws, regulatory requirements and industry standard information security and privacy practices.
BitSight provides the additional following security protections:
FW/IPS – in order to enforce ports policy and detections of attacks
WAF – protection for the WEB interface
2FACTOR Authentication for the administrator role
Dashboard for monitoring Security events for administrator.
BitSight has received its SOC 2 Type I certification
The BitSight Service is hosted by Amazon Web Services (AWS) and Bitsight has effective measures in place to ensure the application of this annex to AWS services in relation to  the services provided.. 


EXHIBIT C

Support Service Levels

Service Provider Response Times:

BitSight shall investigate all issues reported by Customer and shall, using its reasonable discretion, classify each issue by severity according to the following criteria. Response and resolution times are measured from the time BitSight is made aware of the issue as reported by the Customer. BitSight support hours are 9:00 AM – 11:00 PM GMT (Monday – Friday), excluding BitSight holidays as specified in the Knowledge Base section with the BitSight Platform. 

	Severity Level
	Maximum Response Time 
(business hours)
	Maximum Time Resolution/Workaround 
(business days)

	Level 1
	8 business hours
	2 business days

	Level 2
	24 business hours
	4 business days

	Level 3
	48 business hours
	10 business days




Service Level Definitions:

Level 1: The BitSight Platform is not working, a significant function of it is not properly working or a significant number of customer’s users are unable to access or use some functionality. 

Level 2: Functionality of the BitSight Platform is impaired or some customer’s users are unable to access or use some functionality.

Level 3: Minor loss of functionality of the BitSight Platform. Users are still able to perform all critical workflows/tasks. Questions or feature/enhancement requests all fall into this category.

Please contact BitSight support by using the chat feature within the BitSight Platform or by emailing support@bitsighttech.com.


Service Availability:

BitSight shall use commercially reasonable efforts to maintain availability of the Service 98.5% of the time. Unavailability is measured quarterly and is based on total outage time incurred by Customer. Unavailability is deemed to have occurred from the time unavailability is reported to BitSight to the time BitSight confirms that the affected Service is available to transmit and receive data. 

Unavailability shall not be deemed to occur as a result of: maintenance activities during a scheduled maintenance period; acts or omissions of Customer or their internet service provider(s); beta periods; or force majeure events as defined in the Agreement. Customer shall be notified of any scheduled BitSight Platform maintenance two (2) business days in advance. 

All scheduled maintenance notices will be promptly displayed in the BitSight Platform upon login. 



CERT/BitSight Subscription Agreement (Rev. 0609/189/20162017)
image1.png
SIGHT

The Standard in




